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ENTERPRISE SOFTWARE LICENSING: NEW
OPTIONS - NEW OBLIGATIONS

By: Julie Machal-Fulks & Christopher Barnettl

TABLE OF CONTENTS

I. INTRODUCTION .......................................... 753
II. HISTORICAL LICENSING MODELS ....................... .754

A. Per-Installation Licensing ........................... 754
B. Server/Client Licensing.............................. 755
C. Custom Licensing ................................... 755

III. NEw LICENSING MODELS ............................... 756
A . W orkstations ........................................ 756

1. Single-Seat/Stand-Alone ........................ 756
2. Thin Clients .................................... 756
3. The Cloud ...................................... 757

B . Servers .............................................. 757
1. Server Installations and Clients ................. 758
2. Processor Licensing............................. 758
3. Processor Capacity.............................. 758
4. Function-Specific Capacity...................... 759
5. The Cloud ...................................... 759

C. Self-H osting ......................................... 760
IV. COMMON LICENSING CONCERNS ........................ 761

A. Infrastructure Assessments ...................... 761
1. Difficulty Obtaining Deployment Information.. 761
2. Various Licensing Requirements................ 761
3. Raw-Data Complexity .................... 761

B. Virtualization ................................ 762
C. License Types.... ................... ..... .762

1. Retail EULA .......................... 762
2. Volume Licensing....................... 763
3. Enterprise-Level Agreements ............... 763

V. SOFTWARE AUDITS ..................................... 764
VI. CONCLUSION ........................................... 764

I. INTRODUCTION

Software licensing options for large enterprises are evolving almost
as quickly as the mission-critical software solutions those companies
deploy. In the past, most software licensing metrics were based on the
software installation itself. Increasingly, software publishers are offer-

* Julie Machal-Fulks, partner at Scott & Scott, LLP, handles intellectual prop-
erty and technology matters. She can be reached at jfulks@scottandscottllp.com.
Christopher Barnett is an associate attorney at Scott & Scott. He can be reached at
cbarnett@scottandscottllp.com.
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ing more licensing options and flexibility to meet their customers'
software needs; however, that increased flexibility often results in
complex software asset management ("SAM") risks and obligations.
Licensing models that once would have required custom agreements
with unique protocols, if technologically feasible in the first place, now
are offered alongside the "traditional" licenses in increasingly dense
menus of choices for IT teams to weigh. Businesses must equip them-
selves to recognize the unique challenges that accompany various op-
tions in order to avoid unnecessary licensing exposure.

The options available depend in large measure on the types of com-
puters on which the software will reside. For workstations, many busi-
nesses that once relied on a one-license-per-installation model now
are migrating to server-based installations accessed from terminals
lacking hard drives (e.g., "thin-client" architectures) and to hosted
software delivered through the cloud; each of these models presents
unique infrastructure and licensing challenges. Server-based licensing
options are complex, with many companies facing the prospect of hav-
ing to determine license requirements using intricate calculations that
depend on the processing capacity of the computer or on some other
metric associated with a particular software product. Unsurprisingly,
many companies are finding unique solutions to those challenges-
including the formation of "captive IT services providers"-but many
of those solutions present their own sets of challenges and risks.

II. HISTORICAL LICENSING MODELS

The first and most important challenge for software licensing from
the software publisher's perspective is determining the correct licens-
ing metric-the "yardstick" that measures a customer's usage of a
software product in order to calculate an appropriate licensing fee.

A. Per-Installation Licensing

With some exceptions, the metric for most software licensing in the
recent past has been the software installation itself. Under this prima-
rily copy-centric or computer-centric metric for determining licensing
obligations, a customer simply would count the number of computers
on which the software would be installed and would pay a fee based
on a set, per-installation price, generally without regard to the per-
formance qualities of the computers in question. Alternatively, many
software products also commonly have been licensed on a per-user or
per-"seat" basis, which might allow an unlimited number of worksta-
tion installations but only a set number of concurrently active user
sessions limited by a common server or other network device.'

1. See, e.g., Autodesk Software License Agreement § 2.2.3, http://images.
autodesk.com/adsk/files/autocad-2011-eula-english-all-other-countries.pdf.
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B. Server/Client Licensing

The most notable exception to this model has been the server/client
model for licensing software used on servers, which represents an
early and widely used attempt to apply usage variables to an installa-
tion-based metric. As with the above approach, this model also looks
primarily at the number of devices in question. However, instead of
looking only at the number of servers where the software is installed,
customers also must count the number of software "clients"-other
devices or users-that connect to those software installations remotely
over a network. The customer then pays a per-installation licensing
fee applied to each installation of the software, together with a per-
client fee applied to each client connecting to the software. Alterna-
tively, for certain products and depending on the number of clients in
question, the customer might be able to purchase a more expensive
per-processor license for each physical processor chip running on a
server, which then allow an unlimited number of client connections.
The most widely recognized example of this model is the server/client
model used by Microsoft for many of its server products (e.g., Win-
dows Server operating systems, Exchange Server messaging applica-
tions, and SQL Server database applications).2

C. Custom Licensing

While many software vendors may have used different approaches
in the past, those exceptions often have been limited to custom, some-
times negotiation-intensive, licensing agreements based on unique
characteristics of the software to be licensed and the network or net-
works where the software would be used. Under this approach, the
prospective customer would provide information regarding its net-
work, hardware, and user base to the software vendor, which then
would prepare a custom quote. Licensing arrangements of this variety
often have been limited to expensive, mission-critical software for
which relatively high up-front costs-both in terms of license fees and
in terms of legal or administrative tasking-are costs businesses have
been willing to absorb.

2. See, e.g., Microsoft Software License Terms, Microsoft Windows Server 2008
§ 3(a)(i)-(vii), http://download.microsoft.com/documents/useterms/Windows%20
Server_.2008%20StandardEnglish-cl7l9O87-6590-430f-a9e-7d515551c1d0.pdf; see
also Microsoft Software License Terms, Microsoft SQL Server 2008 R2 Standard
§ 2(e)(i)-(iii), http://download.microsoft.com/Documents[UseTerms/SQL%20Server
%20Standard_2008%20R2_English_353c9407-2c4f-431e-9d8a-b5970e4773b5.pdf;
Microsoft Software License Terms, Microsoft Exchange Server 2010 Standard
§ 4(a)(i)-(iv), http://download.microsoft.com/Documents/UseTerms/Exchange%20
Server%20Standard2010_English_f8bfOl45-756d-49bc-bffa-1a179fab9389.pdf.
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III. NEw LICENSING MODELS

Today, businesses have more options and more flexibility in acquir-
ing licenses to accommodate their software needs. Businesses must
equip themselves to recognize the unique challenges entailed with the
various new options for workstation and server licensing in order to
avoid unnecessary licensing exposure.

A. Workstations

Software licensing for workstations is typically a little easier for
most IT teams to analyze because most of the available licensing fol-
lows traditional models. Some of the licensing models for worksta-
tions include:

1. Single-Seat/Stand-Alone

Single-seat/stand-alone is the basic licensing model for workstations
and is ideal for smaller businesses. All that is required is a count of
computers or users and a purchase of an equal number of installation
or user licenses. As long as the counts are not too high, the account-
ing burden is fairly low, as is the level of technical expertise required
from IT support.

However, there are significant limitations to this model. First, and
most importantly, as the number of workstations or users grows, it
becomes much more difficult to accurately determine what is installed
on company computers, which makes SAM tasks more onerous. In
addition, procurement teams must be able to accurately forecast
software licensing needs into the future-most software licenses typi-
cally cannot be re-sold to third parties, so a downturn in business op-
erations can result in a large capital expenditure for software licenses
being rendered essentially valueless. Those risks can be mitigated
somewhat through licensing adjustments available under certain kinds
of license agreements for large businesses.

2. Thin Clients

With the thin-client model, the computer hardware at the worksta-
tion has very limited, or no, local data-storage capacity, and locally
installed software is limited to a client operating system that allows
the hardware to communicate with a central server. For many busi-
nesses, thin-client licensing represents a more efficient approach, since
it allows central control over software deployments and, at least in
terms of hardware resources, tends to be more easily scalable.

However, thin clients have their limitations. Most thin-client mod-
els represent derivations of the single-seat approach since the licensee
typically remains obligated to purchase a number of application li-
censes commensurate with the number of workstation clients. The
principal advantage to this approach-central control of deploy-
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ments-is an important one, but it also means that IT teams need to
have the technical skills to manage the client network. In addition,
initial capital expenditures on network infrastructure and server sys-
tems can be substantial.

3. The Cloud

The third workstation-licensing model commonly seen in modern
IT environments consists essentially of the transfer of licensing re-
sponsibility to a third-party provider of hosted software solutions de-
livered over the Internet. The hosting provider pays the software
vendor for a sufficient number of licenses (typically on a month-to-
month basis) to cover the level of access requested by the end-user
customer. While the end-user usually must agree to license terms that
prohibit copying or reverse-engineering the software, its software ac-
cess is typically technologically limited to the number of users or de-
vices in its order.3 This allows the end-user to avoid most SAM-
related responsibilities. The other principal benefit of this approach is
that it is extremely easy to scale-in many cases, it may be possible to
adjust the number of licenses included in a monthly order on an incre-
mental basis simply by making adjustments to an online account pro-
file made available by the hosting provider.

Unfortunately, all that flexibility comes with what can be a signifi-
cant disadvantage for many businesses-the loss of control. By shift-
ing the SAM burden to the hosting provider, a cloud customer relies
on that provider to maintain both the right to license software through
its hosting solution and the security of any remotely stored data. This
usually makes cloud solutions less attractive in direct proportion both
to the extent to which the licensed applications are critical to the com-
pany's business operations and to the sensitivity of any data stored
online. As a result, while the licensing burdens may be minimized,
they often are replaced by a different front-end burden related to en-
suring that the contractual relationship with the hosting provider in-
cludes appropriate insurance, indemnity, and data-security terms (to
the extent that the provider will agree to negotiate those terms to any
extent).

B. Servers

Server-software licensing is often much more complicated than
workstation licensing, even though there are a limited number of li-
censing models. Most server software is licensable only under one or
two of the following models:

3. See, e.g., Autodesk Cloud Terms of Service § 1.3, http://usa.autodesk.com/adsk/
servlet/item?sitelD=123112&id=17784802.
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1. Server Installations and Clients

With server licensing, server/CAL licensing, or processor licensing,
the advantages and disadvantages essentially mirror those associated
with single-seat/stand-alone licensing for workstations. Although it is
fairly easy to count the number of servers, it is not always obvious
how many users or devices are connecting to the servers. In addition,
as with workstations, the flexibility and scalability of the approach can
be somewhat limited.

2. Processor Licensing

Under this model, the number of licenses required typically equals
the number of physical processors located on the server where the
software is installed.' In many instances, products licensed using a
processor license do not require separate client access licenses. How-
ever, it is important to review the licensing terms specific to the prod-
uct to determine whether a processor license will allow an unlimited
number of users or devices to access the server. This model is most
appropriate when the number of users is large or difficult to
determine.

3. Processor Capacity

Processor-capacity licensing is a model most commonly associated
with a number of server applications published by IBM.' Under a
common variant of this approach, the software publisher assigns a
processor value to a make and model of physical processor chip or
processor core (per IBM, a "Processor Value Unit" or "PVU" per
core value).' The intent is for the value to reflect the power or
processing capacity of a server chip relative to other server chips. In
order to arrive at the cost to run the software on a particular server,
the per-processor value then is multiplied first by the number of
processors or cores running on that server and then by the per-value-
unit price set by the publisher.

In a sense, processor-capacity licensing is little more than a more
granular variant of processor licensing, and it shares some of the same
limitations of that approach. Unlike processor-based licensing,
processor capacity allows for a greater degree of flexibility for busi-
nesses that deploy virtual servers or logical partitions on physical ma-
chines. For example, with PVU-based products published by IBM,

4. See, e.g., Microsoft Software License Terms, Microsoft SQL Server 2008 R2
Standard § 3(a)-(b), http://download.microsoft.com/Documents/UseTerms/SQL%2
OServer%20Standard_2008%20R2_English-353c9407-2c4f-431e-9d8a-b5970e4773b5.
pdf.

5. See e.g., Processor Value Unit [PVU] licensing for Distributed Software, IBM,
http://www-01.ibm.com/software/lotus/passportadvantage/pvu-1icensingfor-custom-
ers.html (last updated Nov. 15, 2011).

6. Id.
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businesses have a choice between licensing the full capacity of the
physical processors running on a server or only the capacity of the
virtual processors accessed by the software. This can result in substan-
tial cost savings. It is important to keep in mind, though, that for
products where it is available, sub-capacity licensing on virtual servers
typically involves very complex licensing arithmetic and, in some cases
(including IBM), additional licensing requirements related to moni-
toring the server resources actually accessed by the software. These
requirements can put a substantial strain on IT team resources.

4. Function-Specific Capacity

The wide variety of functions addressed by server applications is
mirrored by an increasingly wide variety of function-specific licensing
metrics for those applications. For example, data-backup software
might be licensed based on the volume of data subject to backup oper-
ations, or database software might be licensed based on the maximum
number of concurrent connections to the database during a reporting
period.' These models can offer a high degree of flexibility and
scalability over other models since licenses often can be purchased on
a more incremental basis as processing needs grow over time. How-
ever, function-specific models still require accurate forecasting and
planning for perpetual license needs. In addition, with increasingly
creative license metrics often come increasingly complex measure-
ment requirements, and it can be very difficult-especially in the
event of an audit-to show to everyone's satisfaction that the licenses
previously acquired for a product adequately support the usage levels
detected during an inventory or network-scanning process.

5. The Cloud

As they do with workstations, many businesses also look to hosting
services providers to deliver server-based application solutions over
the Internet. This carries the same kinds of advantages in flexibility
and scalability as cloud-based workstation solutions as well as the
same kinds of concerns related to control. However, server applica-
tions usually magnify those risks-the nature of the data stored typi-
cally is of a wider scope, and the mission-criticality of the applications
accessed often is significantly more pronounced. Businesses are wise
to think long and hard before ceding primary control of their most
important IT assets to a vendor bound only by the terms contained in
a service level agreement.

With regard solely to acquisition costs, the ideal server-licensing so-
lution typically involves some combination of the various licensing

7. See e.g., Learn about Software Licensing: Resource Value Unit, IBM, http://
www-O1.ibm.com/software/lotus/passportadvantage/about software-licensing.html#
rvu (last visited Feb. 12, 2012).

2012] 759



TEXAS WESLEYAN LAW REVIEW

models identified above depending on the particular solution
deployed and the nature of the affected IT infrastructure. Neverthe-
less, correct license-counting in an environment containing multiple
licensing platforms can become very difficult and fraught with chal-
lenges. License agreements or license-agreement attachments docu-
menting different license acquisitions under different licensing models
can become very difficult to track over time, leaving businesses with
an inaccurate understanding of what they actually own in terms of
license rights. In addition, even if SAM teams accurately understand
the extent of their companies' license-rights, IT staff in a mixed envi-
ronment may be unfamiliar with all applicable licensing obligations
and, for example, may make incorrect assumptions about what is per-
missible or required for one product based on past experience with
different products. Finally, while many IT professionals rely on
software-based solutions to help gather inventories of software
deployed on company computers, those tools have their limits. Net-
works running products deployed under several different licensing
metrics may require an equal number of data-gathering tools in order
to accurately determine what is running and what must be licensed.
Challenges such as these may be essentially unavoidable for many
businesses, but it is important to keep in mind that it may be possible
to mitigate the resulting SAM burdens by considering other licensing
models at an early stage when alternatives exist.

C. Self-Hosting

One remaining licensing model increasingly used as a solution both
for workstation- and server-licensing challenges is self-hosting through
a "captive" IT-services entity. Under this model, a separate legal en-
tity delivers the software through the Internet to the enterprise.
Many businesses have discovered that such a model allows them to
realize both the pricing predictability and scalability of cloud-based
solutions without ceding fundamental control over the IT
environment.

The principal downside of this approach is that, unlike with true
cloud offerings, the enterprise also retains responsibility for ensuring
that all software deployments are properly licensed under the busi-
ness-partner license from the software vendor. Those licensing obliga-
tions typically include potentially burdensome, monthly reporting
obligations. In addition, most of the agreements under which third-
party hosting providers are able to deliver software to their end-users
(such as Microsoft's Services Provider License Agreement or
"SPLA") are not intended as mechanisms for companies to use for
self-hosting. In fact, those agreements often contain internal-use re-
strictions or other terms that represent obstacles to implement such an
approach for many businesses. Any companies planning for self-host-
ing need to spend a substantial amount of effort at the outset of the

760 [Vol. 18



ENTERPRISE SOFTWARE LICENSING

process carefully structuring the hosting entity and its relationship to
the enterprise to ensure that internal-use restrictions are not trig-
gered, leading to potential compliance gaps down the road.

IV. COMMON LICENSING CONCERNS

Regardless of the nature of the environment to be licensed or the
licensing model selected by a company, there are a number of chal-
lenges common to most or all enterprise-level, software-licensing ini-
tiatives. These include the following:

A. Infrastructure Assessments

It is not possible to correctly license any kind of software unless you
know what hardware you own and what software is installed on each
hardware asset. Therefore, some level of internal auditing is neces-
sary in almost all cases in order to gather information about the enter-
prise's IT infrastructure. The inventory process can itself be quite
challenging depending on the network characteristics and on the
software to be licensed. Common challenges include:

1. Difficulty Obtaining Deployment Information

If a company does not already have a solution in place to track
software deployments in its organization, it can be a difficult process
to initiate. Often tools designed to provide insight into what is in-
stalled on the network take months or years to implement. Addition-
ally, the raw output does not contain the information necessary to
determine what licenses are required. For instance, if a product is li-
censed on a processor basis but the software inventory does not in-
clude the number of processors on the physical machines, the
inventory report will be insufficient to determine the number of li-
censes required.

2. Various Licensing Requirements

As noted above, many businesses run or need to run a variety of
software products on a diverse collection of hardware systems. IT
staffs need to be familiar with the different licensing requirements ap-
plicable to different software products and hardware types. In many
cases, the resulting complexity means that IT staff may be unequipped
to handle all aspects of the licensing assessment without the input of a
third party or the company's legal team.

3. Raw-Data Complexity

After a business gathers the software deployment information as-
sessment, it still must be prepared to interpret the data. Many tools
include hotfixes, updates, and trial versions and a manual review is
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required to eliminate irrelevant information from the software
inventory.

B. Virtualization

Many enterprises are moving to IT environments that utilize virtual
technologies, and many of those virtualized environments also may
utilize server clustering-using two or more physical servers with
shared and managed resources to host the virtual servers. Seeking to
capitalize on this trend, most software publishers limit their custom-
ers' ability to license software in virtualized environments. For exam-
ple, Microsoft often limits the number of virtual operating system
environments in which a software product may be installed depending
on the edition of the software to be deployed (e.g., SQL Server
Datacenter versus SQL Server Enterprise).8 In addition, IBM often
requires that a server or cluster be licensed to its full processor capac-
ity for a software product-even if only a single virtual machine
hosted on the server or cluster is running that product-unless the
company agrees to the technical and procedural requirements for sub-
capacity licensing, allowing for license acquisition at the virtual-server
level.'

C. License Types

Another significant licensing concern common to all businesses is
the need to identify the appropriate kind of license agreement to pur-
sue with a software publisher, in those cases where different agree-
ment forms are available. The three most common varieties are the
following:

1. Retail EULA

The retail shrink-wrap or click-wrap end-user license agreement
("EULA") remains the most familiar kind of license agreement for
the software industry and most individual end users. This kind of
agreement typically consists of take-it-or-leave-it terms that accom-
pany installation files for software products. By opening a software
package or installing the software product, the user impliedly consents
to the terms of the agreement, in the vast majority of cases without
any opportunity for negotiation or modification.

Large enterprises generally do not purchase significant amounts of
software governed by retail EULAs. These products do not offer any

8. See MICROsorr, SQL SERVER 2008 R2 LICENSING QUICK REFERENCE GUIDE,
9 (version 1.1 2011), available at http://download.microsoft.com/download/4/8[E/48E9
A4EB-125A-49CB-9644-169B82C45611/SQL2008R2QRG 2011.pdf.

9. See IBM, SUB-CAPACITY (VIRTUALIZATION) LICENSE COUNTING RULES: LI-

CENSE COUNTING IN A SERVER "CLUSTER" 7 (2009), available at ftp://ftp.software.
ibm.com/software/passportadvantage/SubCapacity/ScenariosVMware.pdf.
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opportunity for custom terms, and pricing typically is not competitive
for large license purchases. In addition, retail EULAs make license
tracking for large organizations very difficult, especially when employ-
ees who have no authority to bind the company purportedly accept
the terms on the organization's behalf.

2. Volume Licensing

For those companies that are ready to transition from retail EULAs
to a more flexible license agreement and are able to commit to
purchase requirements over a set term, most large software publishers
offer standardized license agreements with more competitive pricing
and more scalable license-management options. Many of these agree-
ments also include ancillary benefits (for example, downgrade rights,
which is the ability to use an older version of a licensed product in-
stead of the most current version included in a purchase order) and
online, license-management portals, both of which facilitate license
tracking and thereby can help to reduce audit exposure.

However, like retail EULAs, most volume licensing agreements re-
main pre-printed forms that offer little, if any, room for customization
and that also typically include onerous audit rights in favor of the pub-
lisher. In addition, most form volume-licensing agreements still re-
quire a substantial front-end capital expenditure and limited options
for spreading license costs over the useful life of the software in ques-
tion. In order to achieve a licensing deal that meets the unique needs
of a larger enterprise, something more usually is needed.

3. Enterprise-Level Agreements

Large enterprises often seek the availability of license agreements
covering multiple (or all) divisions within the enterprise. Typically,
only such enterprise-level agreements offer even the possibility of
more favorable terms for scalability and auditing. For example, unlike
other volume-licensing models offered by Microsoft, only the Enter-
prise Agreement allows for annual, retrospective license true-ups in
lieu of predictive license purchases based on current or future need.
In addition, depending on the licensing commitments that a company
is in a position to make, enterprise-level agreements also may offer
the possibility of terms customization, allowing some businesses to tai-
lor reporting, audit, or other obligations to the demands or flow of
their business operations.

That level of flexibility has a price, which most often takes the form
of substantially larger purchase commitments over the term of the
agreement. Where retail EULAs typically require no purchase com-
mitments and lower-level volume agreements may require orders of
several thousand dollars in order to participate, most enterprise-level
agreements contemplate commitments in the tens or hundreds of
thousands of dollars, if not more. In addition, given the dollars in
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question and the scope of potential exposure, enterprise-level deals
ideally should include the input of legal counsel, which might slow
down the contracting process (though often with the benefit of more
favorable terms when the deal is signed). Finally, enterprise-level
agreements also typically require IT teams to implement new solu-
tions or procedures to correctly track deployments and licenses under
the applicable agreement or agreements.

V. SOFTWARE AUDITS

One remaining concern that deserves special mention is the subject
of publisher-initiated software audits. Most software publishers, by
default, include relatively onerous audit-rights provisions in their form
agreements, such as:

* Very few restraints on audit timing and frequency, as opposed to
defined limits as to when audits may be demanded;

* No express limitations on the scope of potential audits (either
legal, geographic or product-specific);

* Few or no meaningful protections for information disclosed by
the enterprise during the course of the audit (either as to confi-
dentiality or to admissibility in court, in the event litigation
arises); and

* Burdensome resolution terms, including:
O License purchases for unlicensed deployments, regardless of

use;
o Back-maintenance purchases for unlicensed deployments (or,

in some cases, a percentage over the MSRP licensing costs);
o Obligation to pay the publisher's third-party auditor, in the

event that any compliance gap exceeds a stated threshold.

For these reasons, before a company reports any deployment or enti-
tlement information to a publisher in response to a software audit, it is
crucial for that company to consult with counsel to determine the ap-
propriate response to the audit. The most common mistake that many
businesses make at this stage is to assume that those demands are con-
sistent with the negotiated terms, which often results in over-reporting
and unnecessary exposure.

VI. CONCLUSION

Enterprise software licensing is a complex undertaking that de-
mands careful and dynamic attention to an often-shifting set of licens-
ing details. There are few points along the process where corporate
counsel cannot make positive contributions to implement appropriate
licensing options, and there are certain points where legal involve-
ment is crucial to ensuring that the company remains compliant with
applicable license agreements. Unfortunately, many businesses dis-
cover this only in the context of an audit, when what may have been
an uncomfortable cost associated with preventative legal review is re-
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placed with painful or even crippling compliance costs resulting from
under-licensed, mis-licensed, or unlicensed software deployments. Li-
censing agreements at the enterprise level often are multi-million-dol-
lar transactions with large corporations that have sizeable legal teams
tasked with securing the most favorable terms for the publisher. En-
terprise-level customers enter negotiations on such agreements at
their peril, unless they are equally well prepared.
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